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The Hill Cipher 

 In 1929 Lester Hill, a professor at Hunter College, published an article in the American 

Mathematical Monthly called "Cryptography in an Algebraic Alphabet."  In this article Hill 

describes the cipher he invented, named the Hill cipher, in which a message is encoded by 

multiplying matrices.  This cipher is particularly ingenious because, due to the way in which 

matrices are multiplied, letters are enciphered in groups which means this cipher evades 

frequency analysis and other forms of traditional cryptanalysis.  The Hill cipher was also a large 

motivator in the push to combine mathematics and cryptography.  The change to using math to 

encode messages marks a huge turning point in the history of cryptography.  By adding the field 

of mathematics to the cryptographic process, a whole new set of possibilities opened up that 

eventually led to where cryptography is today, with the extensive use of public key cryptography 

that extends into many facets of daily life. 

 In order to implement the Hill cipher, a basic knowledge of matrix mathematics is 

needed.  To encode a message with this cipher one must be capable of multiplying two matrices 

together.  In order for two matrices to be multiplied, the first must have the same number of 

columns as the second has rows.  Thus a matrix such as Matrix A below could be multiplied with 

Matrix B, but not with Matrix C.
 

 

 
Matrix A:  �� �� ��     Matrix B: ����   Matrix C:  	
��                          
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To multiply two matrices together, multiply the numbers across the rows of the first matrix with 

the numbers down the corresponding columns of the second matrix.  Thus the multiplication of 

Matrix A and Matrix B would equal Matrix AB below:
1 

 

 

 Also, in order to decipher an encoded message it is necessary to understand how to take 

the inverse of a matrix.  For the purposes of this paper only 2x2 matrices will be used because 

the math becomes more complicated with larger matrices.  However, matrix inversion can also 

be done on a calculator for larger and more complicated matrices.  The inverse of Matrix A is 

calculated by using the following equation:
2
 

 

 

 Now that the basic mathematics behind the use of the Hill cipher is known, if someone 

wanted to encipher a message using the Hill cipher, they would first assign a number (0-25) to 

each letter of the alphabet. In order to ensure greater security it is best to randomly assign these 

numbers.  For example, the alphabet could be set up in the following way: 

 

 

 

Then the message todaywasafairytale would be enciphered as 9-1-23-11-14-20-11-24-11-18-11-

12-15-14-9-11-5-3.  As is, this number sequence could easily be decoded using frequency 

analysis.  Thus, to further encrypt the message, a matrix known as the "key matrix" must be 

                                                           
1
 Adapted from Thomas H. Barr, Invitation to Cryptology (New Jersey: Prentice Hall, 2001) 158-9. 

2
 Barr 163-4. 

Matrix AB:    ��� ���� ���             

           

    

        

A
-1 

  =   __1__            

             ad - bc      

                          

  

A    B    C    D    E    F    G    H    I    J    K    L    M    N    O    P    Q    R    S    T    U    V    W    X    Y    Z 

11  2    4   23   3   18  17  25  12  0  10   5   19   13    1   21   8   15  24   9   16   6    20   22  14   7 

� � ���� � � 
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chosen to multiply with the numbers that make up the message.  The key matrix must be square 

in shape, which means there must be the same number of rows as there are columns, because the 

key matrix has to have an inverse.  If the key matrix in this case was Matrix K below, then to 

encipher the message the first two numbers of the message would be taken and made into a 

column matrix, then multiplied with the key matrix.  This new matrix would then be modified 

mod 26.
3 

 

 

 

These would be the first two numbers of the encoded message.  The same process would be 

repeated for the next two numbers:
4 

 

 

 

This process continues until all of the numbers are enciphered.  Once all of the numbers have 

been enciphered the resulting message is 15-22-23-18-22-0-17-20-19-5-21-13-5-13-3-0-21-8 

which, once encoded using the same number-to-letter assignment used in the beginning, becomes 

RXDFXJGWMLPNLNEJPQ.  This message is now fully encoded and ready to be sent to the 

intended recipient. 

 When the recipient receives the encoded message, they must be able to decode it.  This 

can be done only if the recipient knows both the key cipher and the correct letter-number 

                                                           
3
 Adapted from James Lyons, "Hill Cipher," Practical Cryptography, 2009, 25 Oct. 2010 < 

http://practicalcryptography.com/ciphers/hill-cipher/>. 
4
 Lyons. 

Matrix K:  �7 45 3�  X �91�  = �63 � 445 � 3� = �6748� mod 26  = �1522� 
                   

      �7 45 3�   X  �2311�  =  �161 � 44115 � 33�  =  �205148� mod 26  =  �2318� 
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pairings.  The first thing they would do is convert the letters back into numbers.  Then they 

would find the inverse of the key cipher.
5
 

 

 

Using the inverse of the key cipher as the new key, the recipient would follow the same steps 

taken by the original encoder, multiplying the numbers of the coded message by the inverse of 

the key and modifying those numbers mod 26 and then converting them back into letters.
6
 

 

 

 The main drawback to this cipher is that it can be difficult and awkward to use, since so 

many calculations are necessary for each letter that is encoded. Encoding messages becomes 

even more difficult and time consuming with larger key matrices.  To help reduce this problem, 

Hill patented a machine that could "encipher small polygrams" (Kahn 408).  However, the 

machine is limited in how much it can do, and although other more complicated machines could 

have been created to efficiently run the Hill cipher, "they could not compete on a practical basis 

with simpler, though possibly less secure, cipher machines" (Kahn 408).  Because of these 

factors the Hill cipher has only been utilized once by the U.S. government, "to encipher three-

letter groups of radio call-signals" (Kahn 408).  In addition, after the invention of computers the 

Hill cipher was no longer a secure cipher.  Since matrix multiplication is linear, the math is not 

nearly complex enough to prevent someone with an advanced analytical machine, such as a 

computer, from figuring out the key matrix and breaking the code.  Also, "it has been found that 

if a cryptanalyst has two different ciphertexts from the same plaintext, and if they use different 

                                                           
5
 Lyons. 

6
 Lyons. 

A
-1 

  =   __1__    � 3 �4�5 7 �   =  � 3 �4�5 7 �  
             21 - 20                                         

                   

     � 3 �4�5 7 �  X  �1522�  =  � 45 � 88�75 � 154�  =  ��4379 �  mod 26  = �91�   
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equations of the same type, the equations can be solved, and the system is thus broken." (Cohen). 

Thus if any cribs, or messages containing similar wording (such as someone starting every 

message with the date or someone sending status reports using similar language in every 

message) and this is figured out by the person trying to decipher the message, then the cipher is 

no longer secure and can be decoded. 

 Although the Hill cipher was never really utilized in a practical setting, it still holds great 

importance in the evolution of cryptography.  Before Lester Hill created his cipher, there was no 

working cipher that utilized mathematics in encryption.  Several people had theorized and 

suggested the possibility of using math in cryptography, but Hill was the first to succeed in this 

feat.  His cipher, while crude and a bit difficult to use, proved that by using mathematical 

equations messages could be more strongly encrypted. Cryptanalysts also realized that by 

understanding existing ciphers mathematically they could find shortcuts in their codebreaking 

procedures. Hill was introducing a new encryption technique that would set the path for future 

cryptographers. Today, public key cryptography is important in everyday life in both the 

business world and in personal life - with everything from online transactions to password 

protection to keeping emails private - and mathematics serves as the base for this cipher. The 

math might be far more advanced than simple matrix multiplication, but it was Hill's discovery 

that put the idea of encoding messages using mathematics into motion. 
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