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 From the earliest forms of stenography to the most advanced forms of encryption, the 

field of cryptography has advanced much since the need to pass information secretly was first 

recognized.  As code makers and code breakers fought to win the upper hand in a centuries old 

battle, the ciphers that they concerned themselves with by necessity grew more and more 

advanced.  Codes were invented and subsequently broken so new codes had to be created to take 

their place.  The progression of cryptology was the main driving force behind the Playfair cipher, 

invented in 1854 as a replacement for the simple substitution ciphers of the 1800s.  

Although the cipher itself is named after Lyon Playfair, Charles Wheatstone was the sole 

inventor. However, the two men were neighbors, took Sunday walks together, and even looked 

so much alike (short, bespectacled men) that Lady Wheatstone once mistook Lord Playfair for 

her husband (Kahn 198).  It was within this camaraderie that the men developed a taste for 

cryptology as they entertained themselves by deciphering agony columns, which ran in the 

newspapers (Singh 79 ). However, while Playfair’s interest in the field went little beyond 

entertainment, Wheatstone devoted a great amount of time to the subject.  Throughout his career 

Wheatstone achieved many great accomplishments as a scientist and cryptographer.  Besides the 

invention of the Cryptograph (a machine that used two alphabets of different lengths to encode 

and decode messages) and the decipherment of a letter from Charles 1, written only in numbers, 

the Playfair cipher is the most well-known and widely used of his advancements.   
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In January 1854, Playfair attended a dinner party given by Lord Gainville and attended 

by such highly influential figures as the queen’s husband and the future prime minister (Kahn 

197-198). It was at this event that Playfair introduced his good friend’s “newly-discovered 

symmetrical cipher,” which would come to be named “Playfair” after the man who marketed its 

usability.  Originally, Lord Playfair had intended it to be used by British troops during the 

impending Crimean War, but the cipher met resistance from the Under Secretary of the Foreign 

Office, who thought that it was too complicated to be used as a field cipher (Kahn 201).  The 

British kept the record of the code; however, and it was eventually used in the field during the 

Boer War and to some extent during World War I.   

The United States adopted the cipher for sending quick field messages on the Pacific 

front during World War II, although the cipher had been broken in the later years of World War 

I.  Compared to the popular cryptography machines of the time, such as the Enigma and the 

SIGABA, the Playfair was used to encode and decode messages quickly in situations where 

machinery was unavailable.  Typically these were circumstances where an action would be 

carried out before the enemy had a chance to decipher the messages that they received (Lyon). 

Most famously, the code was used by John F. Kennedy when his patrol boat was sunken by a 

Japanese vessel and his crew of 12 men was forced to swim to a nearby island.  Using the cipher, 

Kennedy alerted a nearby watch post as to his position and the crew was returned to safety 

without Japanese interference (Biryukov). 

As a post-Vigenére cipher, the Playfair cipher was invented at a time when the 

substitution cipher ruled.  From the simplest Caesar shift, a mono-alphabetic cipher, to the more 

complicated and at one point considered unbreakable Vigenére cipher, a polyalphabetic cipher, 

most of the work done in the field had focused on the substitution of letters.  A letter in the 
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plaintext is replaced by one in the cipher text, which has been generated using some type of 

predetermined system, the code.  The Playfair cipher however is not a simple substitution, which 

is defined by Konheim as a “one-to-one mapping” of one complete alphabet to another.  Instead, 

the Playfair is a two-gram substitution cipher, also known as a digraph substitution cipher, in 

which pairs of letters are encoded (Konheim 95).  It is also not regarded as a normal substitution 

because the letters I and J are considered as the same entity in the cipher alphabet and nulls are 

used frequently, though strategically, in the plaintext (preventing the one-to-one characteristic of 

simple substitutions). 

Encipherment of a text using the Playfair system begins with a re-working of the plain 

text.  The message is first divided into digraphs, pairs of two letters each.  Take for instance the 

quote by Thomas Carlyle: “Secrecy is the element of all goodness; even virtue, even beauty is 

mysterious” (Secrecy Quotes).  To encipher it using the Playfair system, the sentence must first 

be stripped of all spaces and punctuations, resulting in the following: 

“Secrecyistheelementofallgoodnessevenvirtueevenbeautyismysterious.” Any doubled letters in 

the non-spaced text are separated by nulls, represented by x’s or sometimes a different letter with 

a low frequency of usage, such as “q” (Gaines 201).  For this example x will for serve as the null, 

resulting in the plain text: 

“Secrecyisthexelementofalxlgoxodnesxsevenvirtuexevenbeautyismysterious” Dividing it into 

groupings of two letters results in: “Se cr ec yi st he xe le me nt of al xl go xo dn es xs ev en vi rt 

ue xe ve nb ea ut yi sm ys te ri ou sx.”  

Now, the plaintext is ready to be transformed into cipher text.  The Playfair cipher, in its 

traditional form used by Wheatstone, consists of a five by five alphabet square representing 

every letter in the English alphabet (I/J share a space and are considered the “same” letter.  In the 
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cipher text they are represented as an I).  Playfair, one of the first ciphers to use a keyword to 

determine the cipher alphabet, starts the grid with a pre-chosen word (Kahn 200).  Using the 

word WHEATSTONE as the key, a unique five by five grid is created (Figure 1).  Next 

following a specific set of rules, the pairs of plain text letters are translated into cipher text.   

The three rules of the Playfair cipher are (Biryukov): 

1. If the two letters of a pair are situated in the same column of the alphabet grid, then each 

letter is enciphered as the letter immediately below it.  (Except the bottom letter which is 

enciphered as the top letter of the column) (see Figure 2). 

2. If the two letters of a pair are in the same row of the square, then the plain text is 

translated into the letter directly to the right of it.  (The letter on the far right is 

enciphered as the first letter in the row) (see Figure 3). 

3. If a pair of letters is located in a different row or column, then the “rectangular method” 

is used. In this case, a rectangle is formed with the two letters in opposite corners, and 

each letter enciphered by the letter in the corner of the rectangle horizontally across from 

it (see Figure 4). 

Following these rules, the message “Secrecy is the element of all goodness; even virtue, even 

beauty is mysterious” becomes “WN KZ TN AQ WC EA EN WP HP CE FM WQ UP FN VN 

GS WN UN HX NG YF ZC XW XH BC AT ZW AQ OL UB WA QK SV NU.”  The final 

version of the code would be sent to the recipient without spaces, resulting in the cipher text 

“WNKZTNAQWCEAENWPHPCEFMWQUPFNVNGSWNUNHXNGYFZCXWXHBCATZW

AQOLUBWAQKSVNU.”   
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Different variations of the Playfair cipher exist in which the formation of the alphabetic 

grid is changed.  Some grids for example include numbers, resulting in a formation like the one 

found in Figure 5.  Others, invented after the widespread use of typing machines like the 

typewriter and computer, do not have a keyword and are instead based on the letter formation of 

the standard keyboard (Figure 6).  The entire system of the Playfair cipher can also be 

manipulated.  For example the Double Playfair first requires a cryptographer to separate the text 

into equally sized groups which are then stacked on top of one another.  The pairs of letters to be 

enciphered are created by taking a letter from the top row and the letter directly beneath it 

(Figure 7) (Biryukov). 

 Deciphering the Playfair cipher is rather difficult and at one point was considered 

impossible (Kahn 202).  If the keyword is known, the decipherment is a straight forward process.  

By creating a five by five grid using the keyword and simply reversing the three rules of the 

Playfair cipher, the plaintext can be revealed.  After removing nulls and deciding whether the 

i/j’s in the text should represent an “i" or a “j” the message will be returned to its original text 

(Nova).  However if presented a body of text without the knowledge of a keyword, the process is 

longer and much more demanding. First, the cipher used to encode the message must be 

identified.  The Playfair has several “markers” which indicate to a cryptanalyst that the Playfair 

cipher in particular has been used to encrypt the text (Biryukov). The cipher message will always 

have an even number of letters and a frequency count of the text will show no more than 25 

letters (i and j are the same in the cipher text). Also the text will have no repeats. Although it can 

be broken by hand, the most efficient way to crack the Playfair cipher is to use a computer 

program (Lyon).   
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Wheatstone, in creating the Playfair cipher, engineered a secure mode of encryption that 

posed a challenge to the cryptanalysts whose job it became to break it.  In deciphering the text, 

frequency analysis of letters cannot be utilized.  Instead, a cryptanalyst must run an analysis of 

digraph possibilities, hundreds of which exist.  The digraphic cipher not only pioneered the use 

of pairing letters in cryptology, but also was among the first to establish an alphabetic system 

using a code word.  In the decades following the deaths of Wheatstone and Playfair, ambitious 

cryptographers would attempt to expand upon the breakthrough that was the Playfair cipher.  

Most notably, many cryptographers would seek a trygraphic cipher (one which separates the 

code into triples), but ultimately the majority of them would fail to do so.  Not until 1929, with 

Lester Hill’s application of algebra to cryptology would anyone be able to take codes beyond a 

digraph (Kahn 404).  The Playfair was truly a groundbreaking achievement in the history of 

cryptology. 
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W H E A T 

S O N B C 

D F G I/J K 

L M P Q R 

U V X Y Z 

 

Figure 1: Playfair grid using the keyword WHEATSTONE 

 

W H E A T 

S O N B C 

D F G I/J K 

L M P Q R 

U V X Y Z 

 

Figure 2: Playfair Rule #1 (enciphering of plaintext “cr”) 

 

W H E A T 

S O N B C 

D F G I/J K 

L M P Q R 

U V X Y Z 

 

Figure 3: Playfair Rule #2 (enciphering of plaintext “th”) 
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W H E A T 

S O N B C 

D F G I/J K 

L M P Q R 

U V X Y Z 

 

 

Figure 4: Playfair Rule #3 (enciphering of plaintext “sx”) 

 

V A N D E 1 6 

R B I L T 2 7 

C F G H K 3 8 

M O P Q S 4 9 

U W X Y Z 5 J 

 

Figure 5: Playfair grid including numbers (keyword VANDERBILT) 

 

Q W E R T Y U I O P 1 2 

A S D F G H J K L 3 4 5 

Z X C V B N M 6 7 8 9 0 

 

Figure 6: Playfair grid based on a keyboard configuration 
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first year writing seminar (plain text message) 

 

firs rwri semi 

tyea ting narx 

(groups of 4, odd numbered groups on top, even on the bottom) 

   

f  i  r  s  r  w  r  i   s e m i  

  

t  y  e a   t  i  n  g   n a r x 

Ft iy re sa rt wi rn ig sn ea mr ix (vertical pairings) 

 

C R Y P T 

O L G A B 

D E F H I/J 

K M N Q S 

U V W X Z 

 

IY FT LM QB CY ZF YM FB KQ HL VL HZ (pairings in cipher text) 

 

Figure 7: Double Playfair (enciphering the message “first year writing seminar” with the 

keyword CRYPTOLOGY) 
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